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DETAILED ACTION 

This action is in response to an amendment filed on November 18, 2008 
for the application of Harper et al., for an "Automatic crash recovery in computer 
operating systems" filed February 28, 2004. 
Claims 1 , 3, 5-23 and 25-43 are pending in the application. 
Claims 1,19, 23, 39 and 43 have been amended. 
Claims 2, 4 and 24 have been cancelled. 

Claims 1,3, 5-16, 19-23, 25-36 and 39-43 are rejected under 35 USC § 102. 
Claims 17, 18, 37 and 38 are rejected under 35 USC § 103. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 

Claims 1,3, 5-16, 19-23, 25-36 and 39-43 are rejected under 35 
U.S.C. 102(e) as being anticipated by Chandiramani et al. (U.S. Patent No. 
6,691,250). 



As per claim 1, Chandiramani discloses a method comprising: 
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providing automatic recovery from operating system faults, said providing 
automatic recovery further comprising: 

detecting an operating system fault (Fig. 3A); 

analyzing the operating system fault (col. 9, lines 27-35); 

determining a cause of the an operating system fault (col. 9, lines 35-38); 

determining a solution (col. 9, lines 37-52); 

applying a solution (col. 10, lines 43-50); 

providing a resolution test; and returning to production (col. 10, lines 62-67 
through col. 11, lines 1-4). 

As per claim 3, Chandiramani discloses at least one of the recited steps 
does not require any work (Fig. 3B). 

As per claim 5, Chandiramani discloses said detecting step comprises at 
least one of: an operating system call to a halting routine and an exception or 
error associated with at least one of: an operating system, middleware, firmware 
and Licensed Internal Code (Fig. 9). 

As per claim 6, Chandiramani discloses said detecting step comprises an 
abnormal termination of a driver or application (col. 9, lines 42-46). 
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As per claim 7, Chandiramani discloses said detecting step comprises a 
hypervisor observation of unusual behavior from a guest operating system (Fig. 
2). 

As per claim 8, Chandiramani discloses said detecting step comprises an 
interception of a call to an operating system halting routine or exception handler 
(Fig. 9). 

As per claim 9, Chandiramani discloses said detecting step comprises 
automatically inspecting at least one aspect relating to the operating system (col. 
9, lines 43-47). 

As per claim 10, Chandiramani discloses said detecting step comprises 
automatically inspecting at least one of: main memory; a kernel stack; process 
stacks; a state of all running threads; an amount of pageable memory used; an 
amount of pageable memory free for use; an amount of total pageable memory in 
the system; an amount of total pageable memory available to the operating 
system kernel; an amount of non-pageable memory used; an amount of Non- 
pageable memory free for use; an amount of total non-pageable memory in the 
system; an amount of total non-pageable memory available to the operating 
system kernel; a number of system page table entries used; a number of system 
page table entries available for use; an amount of virtual memory allocated to a 
system page table; a size of a system cache; a size of a page cache; a size of a 
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file cache; an amount of space available in a system cache; an amount of space 
available in a page cache; an amount of space available in a file cache; a size of 
a system working set; a number of system buffers available; page sizes; a 
number of network connections established; utilization of one or more central 
processing units; a number of threads allocated; a percentage of time spent in a 
kernel; a number of system interrupts per unit time; a number of page faults per 
unit time; a number of page faults in a system cache per unit time; a number of 
paged pool allocations per unit time; a number of non-paged pool allocations per 
unit time; a length of look-aside lists; a number of open file descriptors; an 
amount of free space on a disk or disks; a percentage of time spent at interrupt 
level; a number of device drivers that are loaded; status of loaded device drivers; 
a number of outstanding I/O requests for device drivers; a state of devices 
attached to the system (col. 9, lines 43-47). 

As per claim 1 1 , Chandiramani discloses automatically inspecting 
comprises determining a degree of memory corruption (col. 9, lines 27-38). 

As per claim 12, Chandiramani discloses manual fault resolution is 
prompted if memory corruption is detected (col. 10, lines 43-50). 
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As per claim 13, Chandiramani discloses said step of automatically 
inspecting is performed via software (col. 8, lines 21-23). 

As per claim 14, Chandiramani discloses said step of determining a cause 
comprises identifying at least one faulty component (col. 9, lines 35-37). 

As per claim 15, Chandiramani discloses said analyzing step provides 
input into said step of determining a cause (col. 9, lines 30-40). 

As per claim 16, Chandiramani discloses external information provides 
input into said step of determining a cause (col. 9, lines 1-10). 

As per claim 19, Chandiramani discloses said step of providing a 
resolution test comprises monitoring a new component during a trial period (col. 
10, lines 62-67 through col. 11, lines 1-4). 

As per claim 20, Chandiramani discloses the trial period is over a finite 
period of time (col. 10, lines 62-67 through col. 11, lines 1-4). 

As per claim 21 , Chandiramani discloses the status of the new component 
is reported subsequent to the trial period (col. 10, lines 62-67 through col. 1 1 , 
lines 1-4). 
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As per claim 22, Chandiramani discloses at least one of the following 
steps is repeated upon determination of a negative status of the new component: 
detecting an operating system fault (Fig. 3A); 
analyzing the operating system fault (col. 9, lines 27-35); 
determining a cause of the an operating system fault (col. 9, lines 35-38); 
determining a solution (col. 9, lines 37-52); 
applying a solution (col. 10, lines 43-50); and 

providing a resolution test (col. 10, lines 62-67 through col. 11, lines 1-4). 

As per claim 23, Chandiramani discloses an apparatus comprising: 
an arrangement for providing automatic recovery from operating system 
faults, said providing automatic recovery further comprising: 

an arrangement for detecting an operating system fault (Fig. 3A); 

an arrangement for analyzing the operating system fault (col. 9, lines 27- 

35); 

an arrangement for determining a cause of the an operating system fault 
(col. 9, lines 35-38); 

an arrangement for determining a solution (col. 9, lines 37-52); 

an arrangement for applying a solution (col. 10, lines 43-50); 

an arrangement for providing a resolution test; and an arrangement for 
returning to production (col. 10, lines 62-67 through col. 11, lines 1-4). 
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As per claim 25, Chandiramani discloses said detecting step comprises at 
least one of: an operating system call to a halting routine and an exception or 
error associated with at least one of: an operating system, middleware, firmware 
and Licensed Internal Code (Fig. 9). 

As per claim 26, Chandiramani discloses said detecting arrangement is 
adapted to provide an abnormal termination of a driver or application (col. 9, lines 
42-46). 

As per claim 27, Chandiramani discloses said detecting arrangement is 
adapted to provide a hypervisor observation of unusual behavior from a guest 
operating system (Fig. 2). 

As per claim 28, Chandiramani discloses said detecting arrangement is 
adapted to provide an interception of a call to an operating system halting routine 
or exception handler (Fig. 9). 

As per claim 29, Chandiramani discloses said detecting arrangement is 
adapted to automatically inspect at least one aspect relating to the operating 
system (col. 9, lines 43-47). 

As per claim 30, Chandiramani discloses said detecting arrangement is 
adapted to automatically inspect at least one of: main memory; a kernel stack; 
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process stacks; a state of all running threads; an amount of pageable memory 
used; an amount of pageable memory free for use; an amount of total pageable 
memory in the system; an amount of total pageable memory available to the 
operating system kernel; an amount of non-pageable memory used; an amount 
of Non-pageable memory free for use; an amount of total non-pageable memory 
in the system; an amount of total non-pageable memory available to the 
operating system kernel; a number of system page table entries used; a number 
of system page table entries available for use; an amount of virtual memory 
allocated to a system page table; a size of a system cache; a size of a page 
cache; a size of a file cache; an amount of space available in a system cache; an 
amount of space available in a page cache; an amount of space available in a file 
cache; a size of a system working set; a number of system buffers available; 
page sizes; a number of network connections established; utilization of one or 
more central processing units; a number of threads allocated; a percentage of 
time spent in a kernel; a number of system interrupts per unit time; a number of 
page faults per unit time; a number of page faults in a system cache per unit 
time; a number of paged pool allocations per unit time; a number of non-paged 
pool allocations per unit time; a length of look-aside lists; a number of open file 
descriptors; an amount of free space on a disk or disks; a percentage of time 
spent at interrupt level; a number of device drivers that are loaded; status of 
loaded device drivers; a number of outstanding I/O requests for device drivers; a 
state of devices attached to the system (col. 9, lines 43-47). 
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As per claim 31, Chandiramani discloses automatically inspecting 
comprises determining a degree of memory corruption (col. 9, lines 27-38). 

As per claim 32, Chandiramani discloses manual fault resolution is 
prompted if memory corruption is detected (col. 10, lines 43-50). 

As per claim 33, Chandiramani discloses said detecting arrangement is 
adapted to perform automatic inspecting via software (col. 8, lines 21-23). 

As per claim 34, Chandiramani discloses said arrangement for 
determining a cause is adapted to identify at least one faulty component (col. 9, 
lines 35-37). 

As per claim 35, Chandiramani discloses said analyzing arrangement 
provides input into said arrangement for determining a cause (col. 9, lines 30-40). 

As per claim 36, Chandiramani discloses external information provides 
input into said arrangement for determining a cause (col. 9, lines 1-10). 

As per claim 39, Chandiramani discloses said arrangement for providing a 
resolution test comprises monitoring a new component during a trial period (col. 
10, lines 62-67 through col. 11, lines 1-4). 
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As per claim 40, Chandiramani discloses the trial period is over a finite 
period of time (col. 10, lines 62-67 through col. 11, lines 1-4). 

As per claim 41 , Chandiramani discloses said arrangement for providing a 
resolution test is adapted to report the status of the new component subsequent 
to the trial period (col. 1 0, lines 62-67 through col. 11, lines 1 -4). 

As per claim 42, Chandiramani discloses at least one of the following is 
repeated upon determination of a negative status of the new component: 
detecting an operating system fault (Fig. 3A) 
analyzing the operating system fault (col. 9, lines 27-35); 
determining a cause of the an operating system fault (col. 9, lines 35-38); 
determining a solution (col. 9, lines 37-52); 
applying a solution (col. 10, lines 43-50); and 

providing a resolution test (col. 10, lines 62-67 through col. 11, lines 1-4). 

As per claim 43, Chandiramani discloses a program storage device 
readable by machine, tangibly embodying a program of instructions executable 
by the machine to perform method steps for providing automatic recovery from 
operating system faults (col. 8, lines 21-23), said method comprising the steps of: 

providing automatic recovery from operating system faults, said providing 
automatic recovery further comprising: 

detecting an operating system fault (Fig. 3A) 
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analyzing the operating system fault (col. 9, lines 27-35); 
determining a cause of the an operating system fault (col. 9, lines 35-38); 
determining a solution (col. 9, lines 37-52); 
applying a solution (col. 10, lines 43-50); 

providing a resolution test; and applying a solution (col. 10, lines 62-67 
through col. 11, lines 1-4). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
1 02 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 



The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 
148 USPQ 459 (1966), that are applied for establishing a background for 
determining obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at 
issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 



Claims 17, 18, 37 and 38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Chandiramani et al. (U.S. Patent No. 6,691 ,250) in view of Aija 
et al. (U.S. Patent No. 6,928,579). 
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As per claims 17 and 37, Chandiramani discloses of installing fault 
instance handlers (col. 10, lines 43-48), however he fails to explicitly disclose an 
automatic download and install. 

Aija teaches: 

said step of applying a solution comprises effecting one or more changes 
or updates in at least one of: device driver software, and firmware; wherein said 
solution is automatically downloaded and installed (col. 3, lines 40-45) and (col. 
4, lines 10-25). 

It would have been obvious to one of ordinary skill in the art at the time of 
the invention to use the method of fault handling and recovery of Chandiramani 
et al. in combination with the crash recovery system of Aija et al. to effectively 
recover from operating system faults. 

One of ordinary skill in the art at the time of the invention would have been 
motivated to make the combination because both inventions disclose detecting 
system crashes (Chandiramani, Fig. 3A) and (Aija, col. 4, lines 10-25). 
Chandiramani discloses of installing fault instance handlers to handle the specific 
faults (col. 10, lines 43-48). However Chandiramani does not disclose the 
automatic download and install. Aija discloses automatic download and install of 
software for fault recovery (col. 3, lines 40-45) and (col. 4, lines 10-25). 

As per claims 18 and 38, Aija discloses said step of effecting one or more 
changes or updates comprises deactivating faulty software (col. 2, lines 8-37). 
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Response to Arguments 

Applicant's arguments filed November 18, 2008 have been considered but 
are moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Elmira Mehrmanesh whose telephone 
number is (571) 272-5531 . The examiner can normally be reached on 9-5 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Robert W. Beausoliel can be reached on (571) 272-3645. 
The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 

/Robert W. Beausoliel, Jr./ 

Supervisory Patent Examiner, Art Unit 21 13 



